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overview

Can verify programs that write to shared
resources using rely-guarantee reasoning.

However, RG can’t handle fork and join.

Deny-guarantee treats interference as a
resource.

DG can reason naturally about fork and
join.



interference

® |nterference: changes to the shared state.

® Modelled as sets of Actions

. def
Actions =  States X States



rely-guarantee

interference tolerated
from environment

N\

RGH{P} C {Q}

AN

interference allowed
to thread

Interference same throughout C.
- R and G constant.



fork / join

Environment changes

\

RRGH{P} t := fork (C) {Q}

Interference should include the
new interference caused by C



fork / join example

x :=0;

tl:= fork ( 1if(x==
t2:= fork ( x:=2;
join tl1;

X = 2;

i1f (x'=2) ;

join t2;

1)

1f (x==3)



reasoning about fork & join



deny-guarantee

® Rely-guarantee cannot handle fork and join
because it treats interference statically.

® Deny-guarantee treats interference as a
resource.

® Can be dynamically split and joined.



deny-guarantee

® Separation logic uses * to dynamically split heap
resources.

® Deny-guarantee uses * to dynamically split
interference.



deny-guarantee

State and interference before

N\

—{P} C{Q}

N

State and interference after



fork rule

_ rtmete)
—{P*F} t := fork (C) { Thrd(t,Q) * F}



join rule

—{P *Thrd(t, Q) } join t {P*Q}



assignment rule

P = [E/x] Q allowed(||x := Eﬂ,P)
—{P} x := E {Q]}



proving the example



fork / join example

x :=0;

tl:= fork ( 1if(x==
t2:= fork ( x:=2;
join tl1;

X = 2;

i1f (x'=2) ;

join t2;

1)

1f (x==3)



interference predicates

T allows x:=1; denies environment doing x:=|
G, allows x:=2;
D3 denies environment doing x:=3

L allows x:=2; denies environment doing x:=N
where Ng{l,2}



{ T1 * G2 * D3 * L, * x # 1}
1f (x==1) error;



{ T1 * G2 * D3 * L, * x # 1}
ti:= fork ( 1f(x==1l) error; x:=1;);



x # 1
1f (x==1) error;



first thread

{ T1 * x # 1 }
1f (x==1) error; =x:=1;
{ T1}



1f (x==1) error;
T:



{ T, * G, *
2 D3 * L * x # 1}

ti:= fork ( if@
; x:=17);



{ T1 * G * Dy * L * x # 1)

ti:= fork ( 1f (x== srror; x:=1;);



{ T1 * G * D3 * L * x # 1}
ti:= fork ( 1f(x==1l) error; x:=1;);
{ G2 * D3 * L * Thrd(t:,T1)}
tr:= fork ( x:=2; 1if(x==3) error;);



second thread

G, * Dj
x:=2; 1f (x==3)

G, * Dj



second thread

x:=2; 1f(x==3) error;
{ G2 * D3}




second thread

x:=2; 1f (x==3)
G, * Dj



{ T1 * G * Dy * L * x # 1)

ti:= fork ( 1f(x==l1l) error; x:=1;);
{ G2 * D3 * L. * Thrd(t:,T1)}
tr:= fork ( x:=2; if(x== SLror;);



{ T1 * G * Dy * L * x # 1)

ti:= fork ( 1f(x==l1l) error; x:=1;);
{ G2 * D3 * L. * Thrd(t:,T1)}
tr:= fork ( x:=2; if(x== SLror;);



{ T1 * G2 * D3 * L * x # 1}

ti:= fork ( 1f(x==1l) error; x:=1;);
{ G * D3 * L. * Thrd(t:,T1)}

to:= fork ( x:=2; 1f(x==3) error;),;
{ L * Thrd(t@* Thrd(t2,G2 * D3) }

join t;i;



{ T1 * G2 * D3 * L * x # 1}

ti:= fork ( 1f(x==1l) error; x:=1;);
{ G2 * D3 * L, * Thrd(ti1,T1)}

to:= fork ( x:=2;
{ L * Thrd(t
join t;i;
{ L * T; * Thrd(t2,G2*D3)}

1f (x==3) error;);
* Thrd(t2,Gz * D3)}




{ T1 * G2 * D3 * L * x # 1}

ti:= fork ( 1f(x==1l) error; x:=1;);
{ G * D3 * L. * Thrd(t:,T1)}

tr:= fork ( x:=2; 1if(x==3) error;);
{ L * Thrd(t:,T1) * Thrd(t2,Gz * D3)}
join t;i;

{ L * T; * Thrd(tz,G2*D3)}

X = 2;



{ T1 * G2 * D3 * L * x # 1}

ti:= fork ( 1f(x==l1l) error; x:=1;);
{ G2 * D3 * L * Thrd(t:,T1)}
to:= fork ( x:=2; 1if(x==3) error;),;

{ L * Thrd(t:,T1) * Thrd(t2,Gz * D3)}
join t;i;

{ L * T; * G>*D3) }
X = 2;
{ L * T, * Thrd|t2,G2*D3) * x=21}



{ T1 * G2 * D3 * L * x # 1}

ti:= fork ( 1f(x==l1l) error; x:=1;);
{ G2 * D3 * L * Thrd(t:,T1)}
to:= fork ( x:=2; 1if(x==3) error;),;

{ L * Thrd(t:,T1) * Thrd(t2,Gz * D3)}
join t;i;

{ L * T; * G>*D3) }
{ L * Ty * Thrd(t,,G2*D3) * x=2}



{ T1 * G2 * D3 * L * x # 1}

ti:= fork ( 1f(x==1l) error; x:=1;);
{ G * D3 * L. * Thrd(t:,T1)}

tr:= fork ( x:=2; 1if(x==3) error;);
{ L * Thrd(t:,T1) * Thrd(t2,Gz * D3)}
join t;i;

{ L * T; * Thrd(tz,G2*D3)}

X = 2;

{ L * T; * Thrd(t,,Gy*D3) * x=2)}



{ T1 * G2 * D3 * L * x # 1}

ti:= fork ( 1f(x==1l) error; x:=1;);
{ G * D3 * L, * Thrd(ti,T1)}

tr:= fork ( x:=2; 1if(x==3) error;);
{ L * Thrd(t:,T1) * Thrd(t2,Gz * D3)}
join t;i;

{ L * T; * Thrd(t,,G,*Ds3) }

X = 2;

{ L * Ty * Thrd(tz,G2*D3) * x=2}

i1f (x'=2) error;

join t2;

{ G2 * D3 * L, * T, * x=2}



semantics of interference



permission semantics

Actions are state updates

. def
Actions ‘=  States x States

Permission gives each action a level of permission

PermDG cet Actions — FractionDG



permission semantics

. def
Actions ‘=  States x States

PermDG def Actions — FractionDG

Level of permission recorded by FractionDG

FractionDG %' {(deny, k) | k € (0,1)}

U {(guar,k) | k€ (0,1)}
U {0,1}



permission semantics

FractionDG % {(deny, k) | k € (0,1)}

U {(guar, k) | k€ (0,1)}
U {0,1}



permission semantics

FractionDG % {(deny, k) | k € (0,1)}

U {(guar, k)| k€ (0,1)}
U {0,1}



permission semantics

FractionDG % {(deny, k) | k € (0,1)}

U {(guar, k)| k€ (0,1)}
U {0,1}

Join elements of FractionDG by addition.

Obp=0p 1e0=1
(guar,k + k') ifk+kK <1

k) & (guar, k') =
(guar. k) © (guar. k') {1 if k4 k=1

deny k—|—k‘,) ifk—— k/ 1 |
deny. k) & (deny, k) = 4 (9
(eny, )@(enya ) {1 ifk+ k=1




permission semantics

Vop=p 10 =1

k k/) i e |
k k/ i (guar, -+
(guar, ) P, (guar, ) — {1 PR

(deny,k+ &) ifk+k <1
1 ifk+k =1

|
(deny, k) (guar, k)

\/

(deny,k)ee(deny,kq{




permission semantics

VEPp=p 1®0=1
(guar,k + k') ifk+k <1

k) @ K =
(guar, k) @ (guar, k') {1 PR

(deny,k+ k') ifk+k <1

(deny, k) & (deny, k") = {

1 ifk+k =1
thread not
/ \ environment
(deny, k) (guar, k)

\/



permission semantics

Vop=p 10 =1

k k/) i e |
k k/ i (guar, -+
(guar, ) P, (guar, ) — {1 PR

(deny,k+ k') ifk+k <1

(deny,k)ee(deny,kq{

1 ifk+k =1
thread not
/ \ environment
(deny, k) (guar, k) \ thread,

\ / environment



permission semantics

0Bp=p Lo0=1

kK+Ek) ifk+E <1
. Ly (guar,

(deny,k+ k') ifk+kK <1

deny, k) & (deny, k') =
(eny, )@(enyv ) {1 ifk+ k=1

th read, not

environment
not thread, not

environment \b (deny, k) (guar, k) \thread,

\ / environment



permission semantics

OBp=p 1p0=1
(guar,k + k') ifk+kK <1
(guar, k) @ (guar, k') = {1 e

(deny,k + &) ifk—+k <1
1 ifk+k =1

(deny, k) & (deny, k") = {

th read, not

environment
not thread, not

environment \b (deny, k) (guar, k) \thread,

\ / environment

not thread,
enwronment



permission semantics

0Dp=p 1p0=1

k+k) ifk+k <1
k k/ _ (guar7

(deny,k + &) ifk—+k <1

deny, k) & (deny, k') =
(eny, )@(enyv ) {1 ifk+ k=1




permission semantics

OGp=0p le0=1

k) ifk+rk <1
]‘C k/ — (guar7

(deny,k+ k) ifk+k <1

deny, k) @ (deny, k') =
(eny, )@(eny, ) {1 ifk+ k=1




permission semantics

OSp=np 150=1

k+ k' if k+ K <1
(guar, k) @ (guar, k') = {(guar, k) =

| ifk+k =1

(deny,k+ k) ifk+k <1
1 ifE+k =1

(deny, k) @ (deny, k') = {

Lift the join operator to PermDG.
PoQ = As,s). P(s,s') ®Q(s, s)

This gives a semantics for * on permissions.



T1 allows x:=I; denies environment doing x:=|



T1 allows x:=I; denies environment doing x:=|

Define a class of actions for x:=i

[ x=i] < {(s,¢) € Actions | s = s[z > i]}



T1 allows x:=I; denies environment doing x:=|

|[ Xi= i]] “et {(s,s") € Actions | ' = s|x +— 1|}



T1 allows x:=I; denies environment doing x:=|

1 s x:= |
Tl(s,s) = (#5) € ﬂ

0 otherwise

|[ Xi= i]] “et {(s,s") € Actions | ' = s|x +— 1|}



T1 allows x:=I; denies environment doing x:=|

1 s x:= |
Tl(s,s) = (#5) € ﬂ

0 otherwise

L allows x:=2; denies env. doing x:=N for N¢{l,2}

|[ Xi= i]] “et {(s,s") € Actions | ' = s|x +— 1|}



T1 allows x:=I; denies environment doing x:=|

1 s x:= |
Tl(s,s) = (&) € |

0 otherwise

L allows x:=2; denies env. doing x:=N for N¢{l,2}

(guar,1/2) (s,8') € |[ X:=2]]
L(s,s) <

|[ X:= i]] =t {(s,s") € Actions | ' = s|x +— 1|}



T1 allows x:=I; denies environment doing x:=|

1 s x:= |
Tl(s,s) = (#5) € ﬂ

0 otherwise

L allows x:=2; denies env. doing x:=N for N¢{l,2}
(guar,1/2) (s,8') € X:=2]]
’ def _
L(s,s) = (deny,1/2)  (s,5") € | x:=Z\ {I,Z}]]

|[ Xi= i]] “et {(s,s") € Actions | ' = s|x +— 1|}



T1 allows x:=I; denies environment doing x:=|

1 s x:= |
Tl(s,s) = (#5) € ﬂ

0 otherwise

L allows x:=2; denies env. doing x:=N for N¢{l,2}
(guar,1/2) (s,8') € X:=2]]
’ def _
L(s,s) = (deny,1/2)  (s,5") € | x:=Z\ {I,Z}]]

0 otherwise

|[ Xi= i]] “et {(s,s") € Actions | ' = s|x +— 1|}



assertions and stability



assertions

Assertion PP modelled as follows:

S, pr,y L



assertions

Asserti‘odelled as follows:

S, pr,y F L




assertions

Asserti‘odelled a’

$,pr,y P




assertions

Asserti‘odelled a’

$,pr,y P




assertions

Assertion PP modelled as follows:

S, pr,y L



stability
pr.R = {(s,8") | pr(s,s) € {(guar, k),0}}

pr.G = {(s,8) | pr(s,s) € {(guar, k), 1}}



stability

pr.R = {(s,8) | pr(s,s') € {(guar, k),0}}

pr.G = {(s,8) | pr(s,s) € {(guar, k), 1}}

stable(P) iff s,pr,v =P A (8,8’) c pr.R
— s'.pr,y =P




conclusions



formal results

® Encoding: all rely-guarantee proofs can be
encoded directly onto deny-guarantee.

® Soundness: mechanical verification of the
soundness of deny-guarantee.



summary

Deny-guarantee treats interference as a
resource.

Interference is modelled by permissions on
actions.

We reason about permissions using separation
logic.

We handle fork and join naturally by splitting
permissions.



future work

® Higher-order deny-guarantee: permissions
that can rewrite permissions

® | ocal deny-guarantee: permissions with
footprint and scope



